Texvikég Mpodiaypagéc Metd Tnv 1" AlaBouAsuon yia Tnv:

Evappévion tou IN. Aptag pe Tig diatdageig Twv v.4961/2022 kai v.5160/2024 yia

TNV KUBEpVOaoTPAAEIa

MpoutroAoyiopdg: 30.000,00€, cuptrepiAappavouévou OMA 24%.

AvTikeipevo ‘Epyou

To 1Tapdv £pyo agopd tnv €mmAoyry avaddxou yia Tnv «Evapudvion tou [evikou
Noookougiou Aptag oTig amaithoelg Tou v. 4961/2022 kai v. 5160/2024 — Zx€dio
Avaiuong Kivduvou kai Eviaia TMoAiITiky ao@daieiag Zuotnudtwy MANpo@opikng Kai
YT1inpeoieg YmeuBuvou Aoc@AaAciag ZuoTnudatwy [MAnpo@opikAg Kal ETTikoivwviwy
(YAZINE)» o€ Avadoxo.

2KOTTOG TOU €pyou gival:

H k&Auyn Twv ammaimoswy Twv vouwy 4961/2022 kai 5160/2024.

H ulotroinon Twv atmapaitnTwy evepyeiwv Pdoel Tou dpBpou 20 TOU V.
4961/2022.

H evapudvion tou Noookopegiou pe TIG aTTAITACEIC TNG VOUOBETiag yia Tnv
EViOYXUON TNG QVOEKTIKOTNTAG O€ KUBEPVOOTTEIAEG.

H uAoTtroinon Twv atmapaitnTwy evepyeliwy Baocel Twv dpBpwv 15 kal 16 Tou
vouou 5160/2024.

H ouppopewon pe tnv Odnyia 2022/2555 (NIS2) tng EupwTraikns ‘Evwong.

H TTapoxry OUMUBOUAEUTIKWY UTTNPECIWY oTov  YTTeUuBuvo  ACQAAciag
ZuoTnuaTwy NMAnpogopiknig kail Emkoivwviwy (YAZIE) yia éva (1) €10G.

"evikr Opoil

loxUouoecg Alatééeig

H uAotroinon Tng uttnpeaiag SIETTETAI ATTO TIG AKOAOUBES DIATAEEIG:

N6pog 4270/2014 (ApxEG dNPOCIOVOMIKNG dlaXEipIoNG KAl ETTOTITEIAC).

Kavoviouég (EE) 2016/679 ([evikdg Kavoviouog lMpootaciag Asdouévwy -
GDPR).

Kavoviouég (EE) 2019/881 (yia tov ENISA — Opyavioud 1ng EupwTrdikig

‘Evwong yia Tnv KuBepvoao@aAeia).

Kavoviouég (EE) 2021/887 (yia Tn ouotacn Tou Eupwiraikou Kévrpou
ApuodioTnTag  yia  Biopnxavikd, TexvoAoyikd kai  EpeuvnTikd  Ofuara
KuBepvoao@aAeiag).

Noéuog 4624/2019 (Apxn MNpooTtaciag Acdopévwy MpoowTTikoU XapakThpa,
METPa e@apuoyns Tou GDPR).
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Néuog 4577/2018 (Evowpdtwon tng Odnyiag 2016/1148/EE — yia pétpa
uwnAouU KoIvou eTTITTEOOU ao@PAAEIOG oUOTNUATWY BIKTUOU Kal TTANPOQOPIWY).

N6pog 4961/2022 (Avaduodueveg TEXVOAOYIEG TTANPOPOPIKAG KAl ETTIKOIVWVIWY,
evioxuon NG ynelakng diakuBEpvnong Kal AAAES OIaTALEIG)

Eupwrraikr O8nyia 2022/2555 (NIS2).

Népog 5160/2024 (Evowpdatwon tng Odnyiag (EE) 2022/2555 — Odnyia
NIS2).

OEK 2186/B/2025 - EBvIko MAaioio ATrairioewyv KuBepvoao@aAeiag.

Xpovog EkTéAeong YTnpeoiag

H ouvoAiki didpkeia TNG uttnpeoiag opiletal o dwdeka (12) unRveg amd TNV
nuEPoOUNVia utroypagnig Tng ZUpBaong.

MpouTtroBéoeig ETrayyeApaTIKAG Kal TEXVIKNAG IkavoTnTag Kal EpTreipoyvwpoouvng

O uTtrown@I0g avadoxog TTPETTEL:

Na gival moTotroinuévog pe 1ISO 27001, ISO 90001, 1ISO 20000-1, 1ISO 37001,
ISO 22301, ISO 27701.

Na éxel ulottoijoel TouAdyioTov Trévie (5) €pya OUPMOPPWONG ME TO V.
5160/2024 o€ dnudola VOOOKOEIQ.

Na d100€Tel KOTAAANAN opdda €pyou pe TouAdxioTov €€ (6) MéEAN yia Tnv
OAOKANpwWaoN TOU £pyou.

H oudda épyou mrpémel va OiaBETel TouAdxioTov PEAN PE TOug €ENG pPOAOUGC Kal
TTpooodvTa:

YTreuBuvog ‘Epyou / Project Manager:
o [TMavemoTtnuiako ditTAwua ) rruxio (AEI) nuedatric 1 aAAodaTTiG.

o Elkooaeth (20 €£€tn) emayyeApaTik euteipia o€ uAlotroinon  f/kai
d10iknon £€pywv TTANPOPOPIKAG.

o Oa gival UTTEULBUVOG YIa TN CUVOAIKN €uBUVN TwV gpyaciwy, Tn dloiknon,
TNV TP60d0, TOV CUVTOVIOHUO TNG OPAdAG, Tn dIac@AAIon TTOIOTNTAG Kal
TNV TNPNON TTPOBIAYPAPWV.

o ©a avaAdBel TNV AEITOUPYIKN EKTTPOOWTTNON Tou Avadoxou &vavTl TnG
AvaBéTouoag ApxAg kal Tng Emrpot¢ NMapaAapng Tou ‘Epyou.

Y1reuBuvog NopIkog ZUpBouAoG:
o MavemoTtnuiakd Mruyio (AEI) Nouikig, nuedatrg r; aAAodaTTAiG.
o MeTamTuyiaké TiTAo otToudwyv (NUEdATTAG 1] aANOdATIAC) O€ QAVTIKEIYEVO

OXETIKOG peE To Aikalo TnG MNMANPOPOPIKAG.
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o Thotormoinon ISO/IEC 17024 yia Y1reuBuvoug lNpooTaciag Asdopévwv
(DPO Executives).

o [Thototoinon Certified Information Privacy Manager (CIPM).

o MéNog Tng EmTpoTiig Eptreipoyvwpovwy Tou EupwTrdikou Zupfouliou
yla TNV TTPOOTACIA TWV TTPOCWTTIKWY OEOOUEVWV.

e YmeuBuvog AopdAciag MNMAnpo@opiakwy ZuoTnuaTwy Kal KuBepvoao@aAeiag:

o [MNavemoTtnuiaké AimAwpa  (AEl)  TMAnpogopikng, nuedatAc N
aAAODATTAG.

o MeTamTtuyioké AirAwpa (AEI) MANpo@opIKAg, NUEDATTAS rj aAAOdATTAG.

o AIBAKTOPIKO AITTAwua (NUESATTAS 1) AAAODATTAG) OE QVTIKEIUEVO OXETIKO
ME TNV TTpOCTACIa OEdOUEVWV O WNPIaKA TTEPIBAAAOVTA.

o 2ZUMMETOXN O€ OpaoTnPIOTNTEG TIPOTUTTOTTOINONG HE ONUOCIEUPEVO
ETTIOTAPOVIKO £pYO.

o Atraiteital guteIpia TOUuAdxioTov TTEVTE (5) E€TWV 0TV  AC@AAEIa
TTANPOPOPIAKWY  CUCTNPATWY, EIDIKOTEPA  TWV  OeOOPEVWY  TTOU
KUKAOQOpPOUV O€ auTd.

TOTTOG TTAPEXOPEVWV UTTNPETIWV

O Avadoxog Ba Trapéxel TIG UTTNPECieEG atmd Tnv £€0pa TOU KAl OTOUG XWPEOUG TwV
appodiwy uttnpeoiwy Tou 'N Aparag.

EpmoTteuTikOTNTO — EXEPUBEIQ

O Avddoxog utroxpeouTal va  uttoypdwel  ZUPQwvNTIKG  ExeuyuBeiag  —
EpTmoTeuTIKOTNTAG PE TNV €vapgn TnG uTinpeaiag, diac@aAifovtag Tnv exepUBeIa Twv
QTTOTEAEOUATWY KAl TWV CUAAEXBEVTWY BEBOUEVWY. TO CUPQWVNTIKO KAAUTITEI OAQ TO
aTroTEAEOUATA Kal TIC TTANPOQOpiec TTou Ba avakTnBouv Katd Tn SIGPKEIA TOU £pyou.
O Avddoxog @épel Tnv €ubuvn yia TN OIGCQAANICN TNG EPTTIOTEUTIKOTNTAG TWV
EUTTAEKONEVWV OUUPBOUAWY, PNXAVIKWY Kal TEXVIKWY, 000V agopd Tn pn diappor)
TTANPOPOPIWY, TOU BaBUOU BIEKTTEPAIWONG KaI TWV AETTTOPEPEIWV TOU £pYOU.

OAeg o1 ekbBéoeig, dlaypdaupaTa, oxédia, TTAAva, OTATIOTIKA OTOIXEIO Kal GAAND OXETIKA
£yypaga TToU aTToKTWVTAl | KaTtapTifovTal atmd Tov CUPBAANOUEVO KATA TNV EKTEAEON
TOU €PYyOU €ival EUTTIOTEUTIKA Kal avAKouv oTnv atmmoAuTtn kupiotnta tou Popéa. O
OUPBAANOUEVOG Oev ETTITPETTETAI VA ATTOKAAUWE! TTANPOPOPIEG | va KOIVOTTOINOEI
OToIXEIO XWwPIG TNV TTponyoUpEvn ypPaTIT ouvaiveon Tou Popéa. Ze TTEPITITWON
aBétnong, o ®opéag dikaioUTal va aTTaITAOEl aTToKATAoTaon {nuiag kal auean Tauon
NG Koivotroinong. O cupBaAAduevog dev Ba Trpofaivel e dnuodoIEC dNAWCEIG
OXETIKEC WE TNV KaTdoTaon Tou Popéa xwpic ypatrth adeia. Asouevetal atmd TNV
TAPNON TOU QTTOPPATOU KAl TNG EMUTTIOTEUTIKOTNTAG, @EPOVTAG €uBUvVn Kal yia
TTOPABACEIS TWV PEAWV TNG OPAdAG TOU, UTTOYPAPOVTAG OXETIKA UTTEUBUVN dnAwaon
QUECWG PETA TNV UTTOYPAPN TNG ZUNPBAONG.
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YTroxpewoelg AvabEtouoag Apxng

O ®dopéag uttoxpeouTal va OIEUKOAUVEl TNV gpyacia Tou Avadoxou, TTapEXOVTAG
ouvepyaoia Me Tn OI0IKNON KAl TOUG UTINPEECIAKOUG TTApPAYOVTEG, KABWG Kal
TpOoBacn o€ dedouEva Kal TTPAgelg. Etriong, pETel va dlao@alioel oTov avadoxo
TNV TTPOCRACH O€ EYKATAOTACEIG YIa TNV AOKNON TWV KAaBNKOVTWY Tou.
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Texvikn Meprypaen

To €épyo a@opd Tnv TIOPOX OUMPBOUAEUTIKWY UTTNPECIWY, KaBWG Kal Tnv
TTpocapuoyn Kal evapuovion Tou evikou Noookopegiou ApTtag e TIG ATTAITACEIG TOU
Népou 4961/2022 kai Tng Eupwrtraikng Odnyiag NIS2. 21dxog cival n evioxuon tng
avOekTIKOTATAG ToUu NOOOKOMEIOU £vavTl TwV KIVOUVWY Tou KuBepvoxwpou.

Baoel Tng odnyiag NIS2 (2022/2555), mpétrel va An@Bouv KaTtaAANAa Kai avaAoyikd
TEXVIKA, ETTIXEIPNOIOKA KAl OPYyaAvWTIKA METPA Yia Tn dlaxeipion Twv KIVOUVWYV
QOQAAEIag TwV cUCTNUATWY BIKTUOU Kal TTANPO@OPIWY, KaBWG Kal yia TNV TTPoAnwn i
€EAQXIOTOTTOINON TWV EMITITWOEWY TWV TTEPIOTATIKWY. Ta UYETPa auTd, AapBdvovrag
uttéywn Ta oulyxpova TTPOTUTTA KAl TO KOOTOG £QAPMOYNG, €£aa@aAifouv eTTiTTESO
ao@dAciag avahoyo Tou Kivouvou. Kard Ttnv aglohdéynon TG avaloyikdtntag,
AapBdvovtal uttéwn n €kBeon o€ KIvOUvoug, n MOavOeTNTA Kal N oopapdTNTa TWV
TTEPIOTATIKWY, CUUTTEPIAQUBAVOUEVWY TWV KOIVWVIKWY KAl OIKOVOMIKWY ETTITITWOEWV.

To épyo Ba TrepihauBavel uttnpeoieg yia Tn OlevEpyela PEAETNG evapuOvIONG TOU
®opéa Evavti Tou v. 5160/2024, Tou TTpoyevéaTepou v. 4961/2022 kai Tng Odnyiag
2022/2555 (NIS2).

2TO QVTIKEIMEVO TOU £pyou cuuTTEPIAapBavovTal:

o Eykardotaon AoyiopikoU yia Tnv KAtdpTion KAatoAdyou ME TIG UTTODOMEG
TTANpo@opikng Tou Popéa (IT Assets Catalog).

e Report ZuvoAikou Kivduvou Tou dopéa.

o Disaster Recovery Plan.

o [1Aavo Aiaxeipiong Mepiotatikwy AoPaAegiag.

o Vulnerability Assessment ota cucTripata Tou Popéa.

e [1A&vo yia Tnv uAotroinon SI0PBWTIKWY EVEPYEIWV.

e Anuioupyia MOANITIKWVY YIa TNV QOQAAEIQ TWV CUCTNPATWY TTANPOPOPIKNG.
e [lpoocapuoyn ota apBpa 15 kai 16 Tou N. 5160/2024.

o [lapoxn ZupBouleuTikwyv uttnpeoiwy otov YAZTE yia éva (1) €10¢.

AvoAuTikd, TO apxIkO €pyo TTou Ba ulotroinoel o Avdadoxog TtreplIAaupavel kat
eNaxioTo:

e AvaAuon TG TPEXOUOCOG KATAOTAONG TWwV TTANPOQOPIAKWY CUCTNUATWY,
OIKTUOKWY UTTOOONWY, AOYIOMIKWY, €QOPMOYWY Kol KABe OToIXEiOU TTOU
eTNPEAdeEl TNV ETTIXEIPNOCIAKN auvéxela Tou Popéa.

e Anuioupyia KataAoyou pe OAEC TIG EKTIMWMEVEG QTTEIAEG TTOU €VOEXETAI VA
ekONAwBOUV O0TOUG KaTayeypaupéVoug TTOPoUG MNMANPOPOPIKAG.

o Alevépyela Vulnerability Assessment yia Tnv ekTignon KivoUvwyv Kal TNV
KOaTaypa@n eUTTOBEIWV TWV CUCTNUATWY TTANPOPOPIKAG KAl ETTIKOIVWVIWV.
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Zuvragn Tpotdocwyv yia BeAtiwon Tou emTédou ac@dAciag Tou Popéa o€
oxéon pe TNV KuBepvoao@aAeia kal Ta TTANPOPOPIOKE CUCTANATA.

2UVTagnN TV ATTapaiTNTWV TTPOTACEWV Yia MNMoAITikég Ao@daAsiag MNMAnpopopiwv
Kal AcpaAeiag ouoTnUaTwy MNMANPOYOPIKAG.

2uvtagn  dladikaoiag yia TV - €mKoivwvia  pe TNV EBvik  Apxn
KuBepvoao@aAelag o€ TTEPITITWON TTEPICTATIKWV.

2uvtagn Disaster Recovery Plan.

EkTipnon Tou piokou tTou AapBavel o Popéag Baoel Twv UTTOOOUWYV TOU.

H avwtépw agloAdynon Ba trepIAapBavel TOUAGXIOTOV Ta €ENG:

AgloAdynon duvatotnTag IKAvVOTIoiNONG TWV  OIKAIWHATWY  TWV  QUOIKWV
TTPOCWTTWV.

ACloAOYNoN  IKAVOTTOINTIKOU  ETTITTEDOU  QOQOAEIOG KAl ETTIXEIPNOCIOKNAG
OUVEXEIQG.

A&loAOYyNOoN €TTOPKOUG OPYAVWTIKAG OOUNG.

A&loAGynon TTANPOQOPIKWY CUCTNUATWY Kal TTONITIKWYV TTou €TTIBAAAOVTAl OTTO
TNV TTANPOPOPIKH).

AZIOAOYNON OXETIKWYV YPATITWY TTOAITIKWY Kal I1AdIKACIWV.
A&lI0AGYNoN TWV UTTOBOUWYV TTANPOPOPIKAG Kal ETTIKOIVWVIWY Tou Popéa.

A&loAdynon Twv euTTaBEIY Kal TwV KIVOUVWY TTou Ba TTpoKUWouv atrd TN
MeAETN.

210 TTAQiola Tou £pyou 0 AvAdoxog uttoxpeouTal Va :

ZUuTTEPIANGBEl avAAuon TNG TPEXOUOOG KaTAOTAONG TWwV TTANPOQOPIAKWV
OUOTNHATWY, OIKTUAKWY UTTOOONWY, UPICTAPEVWY TTONITIKWY, JIadIKACIWY KAl
TIPAKTIKWY OXETIKWV HE TNV ACQPAAEIO TTANPOPOPIWY, ETTIXEIPNOIOKI OUVEXEIX
Kl TTPO0TACIO OEQOUEVWIV.

Aievepynoel ‘EAeyxo EutraBeiwv Aiktuou (PenetrationTest)

AlegAyel OUVEVTEUEEIC Kal EPWTNUATOAOYIO WE Ta APPOdIa OTEAEXN Tou
TUAPATOS Mnxavoypd®nong yia Kartaypa@r] EOTTAICHOU Kal TTONITIKWV.

Anuioupynoel AETTTOPEPEG TTAAVO EVEPYEIWV QVTIMETWTTIONG Kal dlaxeipiong
EUPNUATWV.

Mpayuatotroinoel  agloAdynon OAwv TwV TIPOKTIKWY OXETIKWY HME TNV
ETTECEPYOOIA  TTPOCWTTIKWY  OeOOPEVWV  Kal  Ba  TTOPEXEI OUYKEKPIMEVEG
TIPOTACEIS CUPHOPPWONG.

Alevepyoel  Vulnerability Assessment yia  ekTignon eutraBeilov  Twv
ouoTnuatwy Tou ®opéa.
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o [lpoodiopioel Tov KivOUVO Kal TOV TPOTTIO QVTIUETWTTIONG TOU HE TEXVIKA Kal
OPYAVWTIKA PETPQ.

Ytnpeoieg YmrootpiEng YAZIE tou I.N. ApTag

Bdaoel Tou dpBpou 18 Tou v. 4961, kaBe Anudoiog Opyavioudg gival UTTOXPEWUEVOG
va opioel évav YT1reubuvo AoQAAciag ZuoTnudatwy NMAnpo@opikng kal ETTikoivwviwy
(YAZMNE) yia Tn AqWn opyavwTIKwV METPWV BEATIWONG TNG QVOEKTIKOTNTAG O€
KUBEPVOETTIBETEIG.

O1 apuodioTnTeg NG Avadodxou ETtaipeiag yia tnv utrooTtrpi¢n Tou YAZIE Ba civail ol
€gng:
a) AIOPKAG MEPIUVA YIa TNV A0@AAEIQ TWV CUCTAPATWY SIKTUOU Kal TTANPOQOPIWV.

B) Zuvepyaoia pE TOUG aAPUODIOUG QOPEIC KUBEPVOOOQPAAEIOS Kal €QAPUOYN
KATEUOUVTAPIWY 0BNYIWV KAl HETPWV.

y) TApnon unTpwou Tou @Oopéa HE UTTOOOMEG TTANPOPOPIKAG KAl ETTIKOIVWVIWY,
AoyIouIKO Kal TTAnpo@opIakd ayabd.

0) ZuppeToxr) oTn dlevépyela eAEyXwV yia OIOKPIBwON Tou UQPICTAPEVOU ETTITTEOOU
aoQAaAgIag.

€) EmoTrteia TNG TPNONG TNG TTONITIKAG ACQAAEIQG CUCTNUATWY TTANPOYPOPIKAG Kal
ETTIKOIVWVIWV.

oT) MNMapakoAouBnon Kai agloTroinon VEwv TEXVOAOYIWV Kal EPYAAEiwV ao@AAEIOg yia
gvioxuon Tou eTITTEOOU KUPBEPVOATPAAEIQG.

() Alevépyela aglohoynoewyv Tou eTTITTEOOU KUBEPVOAOPAAEIAG OE ouvEPYATia HE TIG
QPMODIEG APXEG.

n) EykardoTtaon kai €MKaIPOTToinon AOYIOUIKOU TTPOOTACIAG aTTO KUBEPVOETTIBETEIG,
TTAPEXOVTAG:

* Threat Detection kai MNapakoAouBnon o€ MNMpaypatikd Xpovo.
* AvaAuon Aedopuévwy Kartaypagng kai Integrity Monitoring.

* Compliance Management kai Vulnerability Detection.

* Security Configuration Assessment.

* Email Alerts ylaavTigeTwmonZuuBavIwy.

e O avadoxog Ba TTapéxeEl ETTIKAIPOTIOINCEIG KAI AVAVEWOEIG TOU AOYIOUIKOU Kab'
OAn Tn didpkKela TNG ZUPPBAONG.

H ouvoAikf) SIdpKeIa TwWV UTTNPECIWY Tou avadoyxou Ba cival dwdeka (12) yAveg atmo
TNV uTTOoYPa®NA TNG ZUKLAoNG.

Mapadotéa:

e 3unviaia Reports pe 1I¢ dpdoeig TnG ETaipeiag.
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2UVOMNIKO Report yia 1ov Kivdbuvo Trou avTiyeTwtri¢el o Opyaviopdg Kai
TTPOTEIVOUEVEG EVEPYEIEG AVTIMETWITIONG.

Mapoxy Zuvtipnong kail evnuépwong Aoyiopikou Cyber Security yia
TTPOOTACIA OTTO TIG KUBEPVOETTIOEDEIG.
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daoeig Tou ‘Epyou - MNMapadotéa

1" : 'Evapén ‘Epyou — Opydvwaon Apdoewv

Apdaoceig: Kataypa®r epyaciwy, KaBOpPIoPOS TTapadOoTEWV KAl  XPOVIKWV
OPOCHMWY, CUCTNUATIKI TTapakoAouBnon TTpoddou, EKTIUNCN ATTAITOUUEVWV
AvOPWTTONUEPWY, OPYAVWOTN KAl TTPOYPAUUATIONOG CUVAVTIIOEWV.

Mapadortéa: MAavo YAotroinong ‘Epyou — Eyxeipidio Mapadoong Tou ‘Epyou.

2" : TuAhoyn Aedopévwy / Kataypagr MAnpogopiakwy Assets

ApACEIG: ZUyKEVTPWON TTANPOPOPIWY YIa KaTaypa@r €EOTTAIopoU (oTaBuoi
epyaoiag, OIAKOMIOTEG,  OIKTUOKEG  OUOKEUEG,  EKTUTTWTEG,  AOYIOMIKA,
TTANPOQOPIaKA ayaBd avd KTIpIakr) Uuttodoun), Kataypa@rn EKTIMWHUEVWY
atmelAwy, OopIoPOG KPioIywv uttodopwv PBdacel Tou dpbpou 15 Tou V.
5160/2024. Eykardotacn AoyiOMIKOU yia Tnv  onuioupyia KaraAdyou
MAnpogopiakou YAikou kai Aoyiopikou (IT Assets Catalog). Alevépyeia
EAéyxou EutraBeiwv AikTuou (PenetrationTest).

Mapadotéa: KatdAoyog lNAnpogoplokwy Assets tou Popéa (TrepIAappavel
KatdaAoyo MAnpogoplakwy Assets kal Opiopo Kpioiywyv YTTodouwv).

3" : Vulnerability Assessment

Apaoeig: MpoadiopIcPOS TTEPIOUCIAKWY OTOIXEIWV yia agloAdynon euTrddeiac,
TTPOTEPAIOTTOINCN BACIKWY ETTIXEIPNOIOKWY €PYOAEiwy, odpwaon euTtddelag,
avaAuon  ATTOTEAECPATWY KOl TTPOTACEIS  AUEONG  ATTOKATACTOONG,
TTPOCBIOPICHOG OUVOAIKOU KIVOUVOU.

Mapadotéa: Vulnerability Assessment, Report ZuvoAikoUKivduvou.

4" : AvatrTuén Zxediou AlopBwTIKWY Evepyeitv

Apdoeig:  2oviaén avaAuTIkou oxediou pe  TTPOTACEIC [BeATiwong  yia
QVTIMETWTTION  eAAeigewv/atmmokAicewv amd TO  KaAvovioTIKO  TTAaiolo,
TIPOODIOPIOPNOG  OUYKEKPIUEVWY  EVEPYEIWV YIa BeATiwon Tou €mMITTEDOU
EVappoviong  Kal  avBekTIKOTNTOG,  TTPOTACEIC  CUPMOPOWONG  HEOW
TpotroTroinong  TTEPIBAAAOVTOG  AgiToupyiag,  dIatiPnNoNng  IKAVOTTOINTIKOU
ETMITTEOOU CUPPOPPWONG KAl CUCTNMOTIKAG BEATIWONG AvOEKTIKOTNTAG.

Mapadotéa: Compliance Plan yia BeAtiwon tng avOekTikdtnTag, Disaster
Recovery Plan (Zx€010 'EKTOKTWY ZuvOnKwv).

57 : Anuioupyia MoMITIKAG ACQAAEIag

Apdoeig: KardpTion eviaiag TTOAITIKNG GOQAAEIONG CUCTNHATWY TTANPOPOPIKAG
Kal ETTIKOIVWVIWYV, TTEpIAaUBAvVOVTAG:

o 2XTOXOUG aoPAAsiag Kal TTpooEyyion dlaxEipiong.

o Tpotmo Odlaxeipiong ATAITACEWY ATTO  ETTIXEIPNOIAKT  OTPATNYIKN,
VOUOBETIKEG/KAVOVIOTIKEG/OUUBATIKEG  UTTOXPEWOEIGC  Kal  OIEBVEG
TTEPIBAANOV KUBEPVOATTEIAWV.

o AvdBeon poAwv Kal €uBuvwv yia Tn dlaxeipion TG A0@AAEIag
TTANPOPOPIAKWY CUCTNHATWY.
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o Al0dIKaCiES yIa XEIPIOUO ATTOKAICEWV KOl ECAIPETEWV.

Emuépoug MoAimikég: MoAiTikp Ao@aAeiag AikTuwy, MoAimikp OpBrig Xprong,
MoAimk  Alaxeipiong TautdtnTag kKal  eAéyxou TpdoPaong, [ToAITikn
Avtiypaowv  Aogaleiag,  TloAhimikry  Alaxeipiong  lepiotatikwy — Kal
Emyxeipnolakng  Zuvéxelag, ToNmikf  PuoikAg  Aoc@dleiag,  TloAITIKA
A&loAOynong ATTOTEAEOUATIKOTNTAG TWV MPETPWYV Olaxeipiong KivOUvwy OTOV
Topéa TNG KuBepvoaopaAeiag (ap. 15 N. 5160/2024).

Mapadotéa:  TMoAimky  Ao@daAeiog Zuotnudtwyv  TANPOQOPIKAG  Kal
Emkoivwviwv.

6" : EykaraoTtaon AoyiouikoU Cyber Security

evikég apx€G: AvBekTIKOTNTA Kal Biwoiudtnta Tou Noookouegiou, TTpooTacia
UTTOOO WV Kal UTTNPECIWY, EUTTIOTOCUVN TWV TTOAITWV.

Mpootacia: To €épyo Oa atroteAcital ATMd OUCTAPATA TTPOCTACIAG TWV
UTTOOONWY  TTANPOYOPIKNG. [a Toug oOTaBuoug epyaciag TTPORAETTETAI
TIPOCTACIA EVOWMPATWHEVN OTA AEITOUPYIKA CUCTAMATA, TTAPEXOVTAG UWNAS
eTTTEd0 ao@AAelag Kal TTPOANWNG MOAUVOEWV atrd KaKOBOUAO AoyIouIKO
MNOEVIKOU xpovou (0-day).

AuvardotnTeg AoyiopikoU: Live response o€ €TIAEYUEVOUG  XPNOTEG OE€
TEPITITWON KAKOPBOUANG evépyelag, threat intelligence yia BeATioTotToinon Tng
QVTOTTOKPIONG O€ ETTIOECEIC.

To AoyiopIkG Ba TTPETTEN va KAAUTITEN £TTIONG KAl va TTEPIAQUPBAVEL:

o Kevtpik Aiaxeipion kai Evotroinon: Evigia kovooAa dlaxeipiong,
aQuTOMOTN avaKAAUWn Kal gyypa@r VEWV cucTNUATWY, OPaAdOTToINCN
TTAPAYOVTWY YIa EUKOAOTEPN DIAXEIPION KAl EQAPHOYI TTONITIKWV.

o FEidotroinoeigc  kai  Amokpion:  Anuioupyia  €100TTOINCEWY KAl
EVEPYOTTOINON QUTOUATOTIOINKEVWV EVEPYEIWV ATTOKPIONG O€ ATTEIAEG.

o Anomaly Detection: Evtomopog poTtiBwy TTOU ATtToKAivOouv atmo TO
KAVOVIKO YIa TTPOANTITIKO EVTOTTIONO ATTEIAWV.

=  MéBodor: KaBiépwon Baoikng YPOMMAG KQVOVIKAG
OUMTTEPIPOPAG, avixveuon aTTOKAIONG, MNXAVIKA MABnon vyia
avayvwpIion TTOAUTTAOKWY HOTIBwV Kal TTPOCAPUOCTIKA udénon,
avixveuon Baciopévn O KAVOVEG PE TTPOCUPPOCINOUG KAVOVEG.

7" : Mapouaoiaon TwV ATTOTEAEOUATWY Kal EKTTAIdEUTN

Mapadotéa ddong 7: 10 TEAOG TOU €pyou OKOAOUBE n TTapouciaon Twv
ammoteAeoudtwy otnv Ouada MapaAaBric kai otn Aloiknon Tou [evikou
Noookougiou Aptag kabwg Kkai ol ektraideuon Tou YAZIE kal Tou TTpOCWTTIKOU
Tou TuApaTtog Opyavwaon Kai MANPOYOPIKAS OTIC APXEC KAl OTA EYKATECTNPEVA
OUCTHPATA KUBEPVOAOPAAEIAG .

8" : ZupPBouAeuTikéG YTnpeaieg YAZIE

Mapadotéa ddong 8: Mapoxr ZUPPBOUAEUTIKWY YTINEECIWY oTov YTTEUBUvVOo
Ac@dAeiag ZuoTnuaTtwyv TAnpoopikig kai Emkoivwviwv Tou Popéa Kai
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ouvTtApnon/avaBaduion Tou TTapeXOUEVOU AOYIOMIKOU yia 12 priveg atrd Tnv
uTroYpaPn TNG oupBaong
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